
THE NEW CYBER 
AGENDA TAKES SHAPE

THE CHANGING CYBER THREAT LANDSCAPE

Government agencies are dealing with an intricate set of cybersecurity challenges these 
days. The move to distributed, cloud-based networks, along with the emergence of a 

hybrid, remote workforce, has significantly changed the IT environment — and a 
sophisticated, adaptive, and insidious threat landscape has evolved with it.

How do agencies address this complex security environment, delivering on their 
missions while protecting their data, applications, and systems?

Top Attack Types in 2021:

Remote Workers Are a Primary Target

Ransomware Server 
Access 

Business Email 
Compromise

Data Theft Credential
Harvesting

was the increase in 
ransomware-related 
data leaks in 2021.

is the increase in attacks targeting remote workers 
between March 2020 and March 2022.

82%

238%

of cyberattacks in 2021 
didn’t include malware, 
focusing instead on 
credential-based attacks.

62%

60%
of knowledge

workers currently

work remotely

Federal agencies are making cybersecurity a priority of leadership, elevating the role of 
CISOs and consolidating oversight under agency CIOs. 

Gartner predicts that by 2025, 75% of 
government CIOs will be directly 
responsible for security outside of IT, 
including operational and mission-critical 
technology environments. 

The amount earmarked for cybersecurity 
in the Biden Administration’s 2023 federal 

budget request for civilian agencies, an 
11% increase over 2022. 

Would be allocated to the Department of 
Defense for cybersecurity, including the 

rollout of zero-trust architecture across all 
military departments and defense agencies.

$11 billion

“[Zero trust] is a dramatic paradigm shift 
in philosophy of how we secure our 
infrastructure, networks and data.” 

$11.2 billion

Transitioning 
to zero trust

Increasing 
cyber staff

Upgrading cyber 
defenses

This budget plan will fund:

The White House memo ordering agencies to adopt security best practices and move 
toward zero-trust architectures envisions a security strategy built on five key elements. 
These elements essentially provide a cyber to-do list for agencies in 2022 and beyond: 

The increase in cybersecurity budgets for agencies will help, but it must be targeted 
toward meeting agency goals, federal mandates, and compliance requirements. 

Manage accounts for all federal staff, keeping them 
protected from even targeted, sophisticated phishing attacks.

Track and monitor devices used by federal staff, with the 
security posture of those devices taken into account when 
granting access to internal resources.

Isolate agency systems from each other, and reliably 
encrypt all network traffic. 

Test all enterprise applications, internally and externally.

Collaborate between federal security data teams to develop 
data categories and security rules to automatically detect and 
ultimately block unauthorized access to sensitive information.

– White House memo “Moving the U.S. Government Toward Zero Trust Cybersecurity Principles”

UNIFIED SECURITY TAKES CENTER STAGE

EMERGING CYBER STRATEGIES

SPEND CYBERSECURITY BUDGETS WISELY

LEARN MORE AND EXPLORE

••••••••
••••••••••

$$$$$

cyberattacks per week were 
reported in the government/ 
military sector during 2021, a 

47% increase over 2020. 

is the predicted increase in 
software supply chain attacks 

between 2021 and 2025.

of nation-state attacks target 
government agencies, think tanks and 
other non-government orgs, with 46% 

of global attacks targeting the U.S.

1,136 3x 79%

!

To learn more about how Presidio Federal 
and Cisco work together to ensure agencies 

are prepared for cyber threats not only 
today, but also tomorrow please visit:

presidiofederal.com/partners/cisco 

Also, explore our new Presidio Federal 
Security Center of Excellence to access 

federal cybersecurity solutions and 
insights, curated by AI, driven by you at:

security.coe.presidiofederal.com
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