
Federal Agencies 
Embrace AI
Efficiency, security, research, and more effective 
decision-making are just a few of the dozens of 
reasons federal agencies have embraced artificial 
intelligence (AI) with open arms. Federal leaders see 
a lot of potential to increase scalability, modernize 
systems and environments, accelerate progress and 
save agencies time, money and headcount, as well.

That potential is why the federal government 
enacted the AI in Government Act of 2020, along 
with a commitment to invest in AI, as well as 
develop national AI research institutes and AI 
technical standards. 

Here are just a few ways that agencies are seeing real 
benefits by employing AI: 

• Productivity and faster decision-making: AI 
analyzes large amounts of data quickly, applies 
appropriate rules or frameworks, and then 
quickly provides an output that humans can 
use to make decisions or solve problems. In 
the area of procurement and spend analytics, 
for example, decision-makers can quickly 
search through contract text to find specific 
clauses and recommendations for cost savings. 
Agencies also are using AI to root out fraud, 
waste, and abuse by detecting incorrect or 
suspicious activity. In the human resources 
department, it can be used to identify factors 
that influence employee churn or to analyze 

physician’s notes to determine if the language 
constitutes a valid reason taking sick days.  

• Better citizen service: Given that natural 
language processing —has boosted customer 
service in the commercial marketplace, citizens 
have now learned to expect those same 
experiences from their government services. 
Agencies are responding with services like AI-
based bots, which can provide first-level support 
and answer most questions, while freeing up 
phone lines for more complex and time-sensitive 
issues. Some agencies are even developing apps 
designed to handle the majority of inquiries, 
again freeing up other avenues for more 
complicated questions.

• Crisis management: When it comes to 
emergencies, time is a critical resource. It’s where 
AI shines though. The National Institute of Health, 
for example, has used AI liberally in helping with 
COVID-19 screening, analysis, prediction and 
tracking of patients. The National Oceanic and 
Atmospheric Administration (NOAA) applies AI to 
satellite imagery to detect natural disasters and 
get information to first responders and citizens 
more quickly. And the Energy Department is 
using AI to help lower energy costs and better 
address the climate crisis. 

• Augmenting the workforce: AI is helping 
agencies make better use of their skilled 
workforces by using AI to predict failures and 
performance issues and automate resolution. 
This frees employees to handle higher-level tasks.



• Optimizing logistics and supply chains: From 
AI-powered sorting robots in supply depots 
to intelligent cargo routing with autonomous 
vehicles, AI is revolutionizing logistics. For 
example, the Department of Defense is currently 
working on new technologies that will help 
unmanned aircraft, ground vehicles, submarines 
and surface vehicles make decisions without 
human intervention.

• Security: Military reconnaissance, offshore oil and 
gas threat detection, underside vehicle bomb 
detection and even border control lie detectors 
are just a few of the security-related benefits of 
using AI. There are just as many for cybersecurity: 
predicting attacks, triaging alerts and detecting 
malware, for example.

• Research: AI is being used to analyze and 
predict results of a destructive test thereby 
reducing the amount of material that is 
destroyed and saves cost  

• Border Security: AI is being used in  
conjunction with visual analytics, infrared 
cameras, as week as pressure and vibration 
detection to secure borders.

The future of AI in government is bright, and 
agencies are running with it. As of April 2021, for 
example, Department of Defense alone had nearly 
700 different AI projects underway. Overall, federal 
spending on AI rose to nearly $1B in FY 2020, up 50% 
from FY 2018, making it one of the fastest growing 
emerging technology investment areas.

Capturing AI’s True 
Potential
AI has enormous potential, but it requires change—
not only in technology, but in mindset and processes.

The “AI mindset” is a very real thing, and it is  
critical to succeeding with AI technology and 
capabilities. The mindset starts with understanding 
that AI supplements and reinforces human 
expertise and capabilities, complimenting them 
without replacing them. In other words, AI provides 
information used by decision-makers to take an 
informed decision.  

 “Embracing AI is really a cultural change, and if 
agencies can accept that culture change, they 
will experience and achieve real progress with AI”, 
shared Trevor Patch, Principal Solution Architect at 
Presidio Federal. 

In addition to adopting an AI mindset, success with 
AI requires changing some processes. In many 
ways, it’s just the next wave of process changes, 
which agencies have had to do over the past decade 
to accommodate more modern approaches to 
cybersecurity and mobile computing. For example, 
AI enables agencies to sort through large amounts of 
data to find important insights automatically instead 
of assigning teams of analysts to pore through data 
manually. This requires new processes along with 
new roles for those analysts. 

“Embracing AI is really a cultural change, 
and if agencies can accept that culture 
change, they will experience and achieve 
real progress with AI.”
- Trevor Patch, Principal Solutions Architect, 

Presidio Federal

In general, these new processes should be driven by a 
strategy that prioritizes AI, fosters a data-driven culture, 
and integrates AI-oriented operations. That means 
rethinking both operational and governance processes 
and developing and reorienting employee roles. 

The final piece of successful AI relies on having the 
right hardware, software and storage. There is no AI 
without Infrastructure Architecture (IA).



Rethinking Data 
Storage for Maximum 
AI Benefits
It shouldn’t come as a surprise that nearly all federal 
chief data officers say their agencies rely on data-

While AI is mostly software-based, it requires 
powerful hardware with more GPUs to handle 
model training and inferencing; more memory;  
and faster, more powerful networks 
Hyperconverged infrastructure systems are often 
well-suited to the initial tasks but scaling out will 
require alignment to similar high-performance 
computing (HPC) systems which handle compute 
and storage scaling individually for performance 
and increased workload.

AI also requires scalable, flexible storage repositories 
that can handle both historical data and incoming 
data streams for model inferencing and predictive 
analytics. The storage should be able to handle large 
amounts of unstructured data including text, audio, 
video and images as well as semi-structured data 
such as system logs. Ideal storage technology for 
AI includes cloud object storage, which can store 
large volumes of unstructured data and can provide 
continuous access to data assets.  This NVMe backed, 
software-defined storage is ideal for handling the 
speed and complexity of AI environments.

To ensure that all data is present and accounted for, 
it’s also important to include a data catalog that can 
automatically and continuously index objects and 
files whenever changes are made to the metadata. 
This helps enable faster analysis, compliance 
classification, image and video indexing, personal 
data identification, AI data pipeline integration and 
real-time data discovery.

Finally, effective AI requires a comprehensive global 
data platform (GDP) optimized for AI and big data to 
bring it all together. An effective global data platform 
provides a foundation to a data fabric, which should 
be able to consolidate storage across environments 
and create a single source of truth from multiple 
data sources at the edge, on premise locations and 
the cloud. It should also be fully secure, resilient, 
optimized for lifecycle management.

driven insights some, or all, of the time. There are 
good reasons for that. It is critical to the everyday 
running of government, not to mention making 
effective decisions. It’s so important that the Federal 
Data Strategy lays out 40 practices agencies can use 
to get the most value from its data. 

As the use of artificial intelligence grows throughout 
government, data takes on even more importance. 
Without enough valid data, AI simply can’t produce 
effective results. That data must be secure, 
discoverable, accessible, and organized, which can be 
difficult when data is stored in disparate data silos, 
often managed by different storage mechanisms. 

“Instead of spending a lot of time 
organizing and copying data from various 
data sources and then preparing the data, a 
modern infrastructure should be able to do 
everything from ingest to insight.”
- Christopher Maetas, chief executive architect for 

storage and data AI solutions, IBM

The growth of hybrid cloud infrastructures also 
has made data increasingly distributed, requiring 
expensive processes like data scanning to locate 
the latest version of the data. In some cases, it may 
be virtually impossible to locate the required data, 
especially if a storage environment has been retired 
or the data was stored in a repository not sanctioned 
by the agency. Any one of these issues can easily 
skew the results of an AI model. 

Getting the most value from AI requires rethinking 
both the way data is stored and accessed. That 
means modernizing the information architecture in 
a way that eliminates data silos, fosters flexibility, and 
allows for extensive automation. 

“Instead of spending a lot of time organizing and 
copying data from various data sources and then 
preparing the data, a modern infrastructure should 
be able to do everything from ingest to insight,” said 
Christopher Maestas, chief executive architect for 
storage and data AI solutions at IBM. 

What Maestas is talking about is a method that 
incorporates every part of the AI process—something 
IBM calls the AI ladder. The bottom layer focuses on 
being able to collect data of every type, regardless of 
where it resides. The next layer organizes the data by 
creating a business-ready analytics foundation with 



built-in governance, protection, and compliance. Next 
up is the analysis layer, which enables agencies to 
build and scale AI models with trust and transparency. 
The top layer is infusion, which essentially 
operationalizes AI throughout the organization.

One critical piece of this AI ladder is the first—the 
collect layer. Ideally, this layer will be anchored by a 
common platform that brings data together from 
various sources via a data fabric. An effective data 
fabric also ensures that the data is the most current 
version in all cases.

Maestas gives the example of weather data, which is 
used in various AI projects from the National Weather 
Service, NOAA, the Defense Department and various 
other departments and agencies. Weather data 
collected from satellites is often stored in various 
repositories. To effectively share the data and use 
it to train AI models, all data must be connected to 
each other. IBM’s global data fabric, for example, can 
connect to common protocols like NFS along with 
generic S3 stores via one platform, creating a common 
library repository. When agencies need access, they 
simply fetch it from that common repository. Any 
changes made to the data will then get automatically 
pushed back out to the data platform.
When considering the global data fabric approach, 
make sure it is fully integrated with relevant 
cybersecurity capabilities like encryption, immutable 
data, and secure audit trails. It’s also worth looking 
for one that doesn’t require agencies to abandon 
existing storage technologies and investments.

“In the past, agencies would have to start over with 
new storage technology, but today with IBM’s GDP, 

Learn more about how Presidio Federal 
and IBM together can help your agency 
optimize AI and simplify your needs at:

https://presidiofederal.com/partners/ibm/

you should be able to combine your existing IA with 
newer data storage technologies,” Maestas said. 

“We understand from first-hand experience 
the benefits of AI and data storage as 
well as the challenges that come with 
navigating an IT modernization journey.”
- Trevor Patch, Principal Solutions Architect, 

Presidio Federal

AI holds great promise for federal agencies and 
departments, from optimized processes, more 
satisfied citizens, and more effective research to 
better policy decisions and crisis management. 
Getting there requires a combination of the right 
technology and the right guidance from experts who 
can help pave the way.

“We understand from first-hand experience 
the benefits of AI and data storage as well as 
the challenges that come with navigating an IT 
modernization journey. Our experienced team at 
Presidio Federal and leading-edge technology 
partners, like IBM, make it possible to deliver a 
best-fit solution that ensures mission success for 
our customers.” – Trevor Patch, Principal Solution 
Architect at Presidio Federal.


